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Unique value proposition

Focus on cryptography and interoperability

100% Open Source tech stack
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Core component (Zenroom) built in-house with 0

dependencies




DidRoom:

Multitenant, multistandard, modular identity solution

W3C-DID and W3C-VC, eIDAS 2.0 (EUDI-ARF), OpenID4VCI (Verifiable Presentations,

relying party, Federation) - maybe EBSI Credentials

Document signatures PaDES/CaDES/JaDES signature via

Cryptography: hashes, sigs (ecdsa, eddsa, Schnorr, Dilithium, Ethereum,) zero

knowledge proof (BBS+, Coconut), homomorphic multisig on BLS381
Ethereum interop (signatures, smart contracts), Fabric interop
Web, mobile (TEE support), browser extension (JS vanilla, WASM)

Programmable/extendable in Zencode



https://ec.europa.eu/digital-building-blocks/wikis/display/DIGITAL/Digital+Signature+Service+-++DSS

Architecture
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Modular, microservice-based

Multiplatform, multipurpose DID/SSI wallet

Web-based dashboard: Pocketbase, LiteFS, Zenroom/Slangroom/Restroom-mw

Setup of issuer and verification flows

. .. . . FORKBOMB
Provisioning of microservices (04 :1:& ¥

Users/organization management

REST-APIs, logs, auditing, web-hooks

Microservices for issuance (auth. server and issuer) and verifier (relying party), based on Zenswarm

(programmable in Zencode) or 3rd party service (compatible OpenID4VCI)

DSS back-end for PaDES/CaDES/JaDES signatures

Mobile app Holder/Verifier: CapacitorJS, Android/i0S with TEE




(Zenswarm OR 3rd party
software)

Microservice that verifies the Ask
claim of a holder requesting
a credential. It issues an
“access token’ after the
holder's request, the access
token is sent to the
credential issuer as an
authorization to issue the
requested credential
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[verifiable credential]

Send
[access token]

Credential issuer

(Zenswarm or 3rd party)

A microservice issuing
verifiable credentials

(EUDI-ARF and/or W3C-VC)

room wallet holder

An invidual who holds
credentials (EUDI-ARF and/or
W3C-VC) and/or SSI identiti
(EUDI-ARF and/or W3C-DID).

Credentials and identities
can be issued via DIDroom or
3rd parties

Holder wallet App
Inativescript, Zenroom WASM, svelte,
android, i0S]

A hybrid mobile app that
holds an identity (EUDI-ARF
and/or W3C-DID), requests

verifiable credentials

(EUDI-ARF and/or W3C-VC)

and presents verifiable
presentations (EUDI-ARF
and/or W3C-VC)

Issuance

[verifiable credential and

sd-jwt]

Container diagram for DIDroom

Relying party (Zenswarm
or 3rd party)

Microservice verifying
verifiable presentations
(EUDI-ARF and W3C-VC).

Receives a transaction ID in
the request from the holder,
the transaction ID is
generated by the verifier app

Verifier Organization manager

A user, representing an
organization, that uses
DIDRoom: they can setup
credentials issuance and

An invidual who verifies
credentials (EUDI-ARF and/or
W3C-VC). The verifier may
have a W3C-DID and

verification flows, invite users
credentials issued via

= or appoint users to roles in
DIDroom, or via 3rd parties

the organization

Interacts
(define deploy monage
services]

Verifiable presentation
[EUDI/ARF]

Compliant
[EUDI/ARF]

icompliant Reads only

DIDroom
[System]

DIDroom dashboard
Verifier App [Typescript, Zenroom WASM, golang]

[nativescript, Zenroom WASM, svelte,

DIDroom backend android, i0S]

Web-based application,
(Zenroom, golang]

enables setup of
organization managers' and
users' identities, credentials
issueing and verification
flows (using Zenswarm
microservices or 3rd party
services), provisioning and
monitoring of Zenwarm
microservices, and view audit
logs

DIDroom DB
A hybrid mobile app that [Distributed Sqlite Database]
triggers a credential
verification flow (EUDI-ARF
and/or W3C-VC), optionally
holds an identity (EUDI-ARF
and/or W3C-DID) and
credentials (EUDI-ARF and/or

W3C-VC).

Reads from and writes to

Exposes REST APIs to allow [sync, JDBC]

internal and 3rd party
software to consume the
various
identification/verification/RBAC
services.

Stores JUST public and NON

sensitive data, like settings,
schemas and commodities
for the dashboard usage

Uses
[DID Documents]

Uses
[DID Documents]

Uses
[DID Documents]

Uses
[DID Documents]

Dyne.org W3C-DID

Federated 4-levels W3C-DID
method with multiple storage
mechanisms (DB, Git,
blockchain, REDIS, IPFS, file
system)

& person

container
external_system
0 system boundary (gashed)
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Commercialization
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Freemium, microservices, integration

Free plan: 10 users, 3 credentials, 20 credentials/month (TBD), on our Zenswarm iss./ver., standard

mob. app

Paid plan: pay per user/credential/verification (TBD), can use Zenswarm on premises iss./ver. Or 3rd

party, white label mob. app

Solution hosted on premises (Zenswarm or 3rd party for iss./ver.), white labeled mob. app

Microservices as a service:

hosted microservices (setup cost and pay per use)

Cloud images (AMI/Azure): pay per use

Customization, integration with 3rd party software (both platform and microservices)




About Forkbomb BV

Forkbomb BV (est. 2021) is a spin-off of Dyne.org (est. 2005)

Team 15 ppl: 12 devs, sysadmins, PM, UX/UI designer

Dyne.org received ca. 4M EUR in grants and tenders from the

EC (DECODE, REFLOW, Ledger, EBSI PCP, Interfacer)

Dyne.org/Forkbomb software entirely open-source




Tech stack
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Identity: W3C-DID/VC, EUDI-ARF,

W3C-DID: federated 4-layers DID/SSI implementation (sources)

did:global:domain.context:12345

Multiple storage capabilities

5 FORKBOMB
Did explorers (04 :1:8 ¥;:

W3C-VC: native verifiable credentials support in Zenroom

EUDI-ARF: SD-JWT and ISO 18013-5

Zero knowledge proof:

BBS+: ABC, selective disclosure

Coconut: ABC, selective disclosure, blinding at issuance



https://github.com/dyne/w3c-did
http://explorer.did.dyne.org/

DID Explorer

htt explorer.did.dyne.or

€ > C @ explorerdid.dyneorg

[ ccplorer PR

DID

A decentralized identifier (DID) is a type
of digital identifier that is designed to
be self-sovereign, meaning that it is
controlled and owned by the individual or
entity it identifies, rather than by a
central authority. DIDs are created and
managed using blockchain technology, which
enables them to be decentralized and
resistant to tampering. DIDs are intended
to be used as a way to identify and
authenticate individuals and entities
online, in a manner that is secure,
private, and interoperable. They can be
used to represent a wide variety of things
including people, organizations, devices,

and even abstract concepts.

Self-sovereign identity (SSI) is a
decentralized approach to identity
management that empowers individuals and
organizations to own, control, and manage
their own digital identity, rather than
relying on a central authority.

\'[¢

A verifiable credential (VC) is a digital

certificate or token that contains

Q

did:dyne:sandbox.test
96RTTnQqzr7kC7RbMooHzRV7ckSCeCNkoYN3VPV5sS5K

did:dyne:sandbox.test
CpnGmMayhGUB1Ag3ZCpjBFjoBqaALZsBigNFzK2Gh7WV

did:dyne:sandbox.test
G83YCVZNH8aHHAUaVdDDsqyy7KvDcQlDWxuX81AGspSb

did:dyne:sandbox.test
272Mtt4zrxWZ7V1LIDKZFhP4b4SvibUVQXKvV1GcIYKV

did:dyne:sandbox.test
AFDW7kqRIDBISMX8Xwj7TYcYWRhhQQYkzY9FzZYdwR47

did:dyne:sandbox.test
5XXXQX7W2TYM3Ru483mjUKEo1lwmZGnxKwGwuBL62IGou

did:dyne:sandbox.test
HV4erjgSviWuiQSECh1GVVBp3NZr83nn1ZZgTCsLTYbz

did:dyne:sandbox.test
B2ugGLSPnscynZKRGcoUBoUW8yynGFzsbhsCuN1sQréW

did:dyne:sandbox.test

did:dyne:sandbox.test:AFDw7kqRIDBISMX8Xw]7TYcYwRhhQQYkzYSFzZYdwR47
DESCRIPTION

sandbox_test_from_js_updated

ALSOKNOWNAS

URL

PROOF

"created"

proofPurpose”
"type": "EcdsaSecp
"verificationMethod"

3
3

VERIFICATIONMETHOD

CONTROLLER did:dyne: sandbox. test :AFDw7kqRIDBISMX8Xwj7TYCYuRhhQQYkzYSF 2ZYduR4A7

ID did:dyne: sandbox. test:AFD7kqRIDBISMX8Xw37TYcYuRhhQQYkzYOF zZYduR47#ecdh_public_key
PUBLICKEYBASESS RSARSQSIS5u6fodESTEUTRSBy1FPEWuCBOLnuM5GeBvmYnynrmPETNWHBU7C8eAA7SCNAPAFAnIiegL
TYPE EcdsaSecp256k1VerificationKey2019

CONTROLLER did:dyne:sandbox. test :AFDw7kqRIDBISMX8Xuj7TYCYuRhhQQYkzYSF 2ZYduRA7

ID did:dyne:sandbox. test:AFDu7kqRIDBISHX8Xw37TYCYuRhhQQYkzY9FzZYduRA7#reflow_public_key
PUBLIC 8EZ514C23gHL] DmdQ FG8mfqDBI8ynU6]gXBj6241CmBPPGCLAgaDsigiYZQBIFme
TYPE ReflowBLS12381VerificationKey

CONTROLLER did:dyne:sandbox. test:AFDw7kqRIDBISMX8Xwj7TYCYwRhhQQYkzYSF zZYdwR47

ID did:dyne:sandbox. test:AFDu7kqRIDBISMX8Xwj7TYcYuRhhQQYkzYSFzZYduRA7#bitcoin_public_key
PUBLICKEYBASESS 21dEav2KvAoakBSgTbLuwGZPhdjsizkvPyDBiyYzy9CKA

TYPE EcdsaSecp256k1VerificationKey2019
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https://explorer.did.dyne.org/

Signroom: customizable DID/SSI

Modular, white-labeled

Identity based on

W3C-DID

JSON object signatures
(ECDSA, EDDSA, Schnor,

BBS, Quantum-Proof)

PADES, XADES, JADES,

CADES for PDF, DOC, img

> ® & Nuova scheda x Signroom_Web x
< cC o D localhost

B3 @me B3 @work (@ whatsepp @ telegram B cal 4 d-bbt £ d-abb M m-bbt M m-al

Signroom
5 o Sign a PDF

Signatures
My signatures Upload the .pdf file that you want to sign

Sign document

Validate signature

Multisignature

Click to upload or drag and droj
Zero Knowledge Proof ; i g X

PDF (MAX. 30MB)

Q Browse File

Notifications 3
Identity -
My DID

My Verifiable
Credentials

£ Organization

Credential issuer
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Zenroom ecosystem

Zenroom: cryptographic virtual machine, cryptography, SC, blockchain interop

Restroom-mw/Slangroom: JS based Zencode extender, wraps Zenroom (WASM)

Zenswarm: oracles, off-chain cryptography, blockchain interop and FORKEOHS
01 :l:& };:

computation

Apiroom: online IDE for Zenroom, rapid microservice creation and deployment

Zenflows: GraphQL based backend for DPP, end-to-end crypto

Zenswarm-storage: distributed storage, trusted CDN with signed data




Track record
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Selected Projects

e EBSI |PCR

e DECODE, REFLOW (success stories)

e Interfacer



https://digital-strategy.ec.europa.eu/en/news/european-blockchain-pre-commercial-procurement
https://ec.europa.eu/research-and-innovation/en/projects/success-stories/all/enabling-citizens-take-control-their-own-data
https://ec.europa.eu/research-and-innovation/en/projects/success-stories/all/six-european-cities-gear-more-circular-future
https://www.interfacerproject.eu/

Selected clients and partners

European Commission
. . . . FORKBOMB
Partito Democratico (Italian democratic party) OC: 0

Gemeente Amsterdam

Infocert




Members of:

IS0 TC/307 (Blockchain standardization)

Inatba

NEN (Dutch Standardization Body)

Rome Call



https://inatba.org/members/
https://www.romecall.org/organisations/

Thank you! o
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